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Le probleme

HP Proliant DL145 G3 AMD-¥ Setting Missing? - Mozilla Firefox
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T'we been m contact with HP about this and the long and short of it 12 that
they've purposely disabled it i the bios (one must assume; to force
custorners to buy more expensive hardware). A bios hack seems to be the

only option. (By what I'm told all chipsets support it, so that's not the 1s5ue
here.)

Tt uzed to be that AND didn't support any such disabling, but now it's
even evil enough that vou can register a secret unlocking key in the bios
and let the user "unlock” the ABID -V mstructions in the ©OF (presumably
one first have to part with cash).

T had no 1dea this was even possible, and I'm so pizsed of at HP for domg
this I don't even know where to begin; it pains me to see Hewlett and
Packard's names on an mtentionally crippled product. The least they could
do 15 to add i big bold red letters on the webpage seling the DL 14553
"Tote that the AMD wirtnalization extensions have been purposely
dizabled in this product and cannot be re-enabled by the customer”



Le complice

AMDE4 Architecture Programmer’s Manual, ¥olume 2: System Programming - Adobe Reader
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15.29 SVM-Lock

The SVM-Lock feature allows software to prevent EFER.SVME from being set, either
unconditionally or with a 64-bit key to re-enable SVM functionality.

Support for SWM-Lock is indicated by EDX bit 2 as returned by CPUID function 8000_000Ah. On
processors that support the SVM-Lock feature, SKINIT and STGI can be executed even if
EFER.SVME=0. See descriptions of LOCK and SVMDIS bits in Section 15.28.1, “VM_CE MSR
(C001_0114h).” on page 420. When the SWVM-Lock feature is not available, hypervisors can use the
read-only VM_CR.SVMDIS bit to detect SVM (see Section |5.4, “Enabling SWVM,” on page 369).

15.29.1 SVM_KEY MSR (C001_0118h)

The write-only SVM_KEY MSRE is used to create a password-protected mechanism to clear
VM_CR.LOCK.

When VM_CR.LOCK is zero, writes to SWVM_KEY MSR set the 64-bit SVM Key value.

When VM_CR.LOCK is one, writes to SVM_KEY MSR compare the written value to the SWM Key
value; if the values match and are non-zero, the VM_CR.LOCEK bit is cleared. If the values mismatch
or the SWM Key value is zero, the write to SWM_KEY is ignored. and VM_CR.LOCK is unmodified.
Software should read VM_CR.LOCK after writing SVM_KEY to determine whether the unlock
succeeded.

If SVM Key is zero when VM_CR.LOCK is one, VM_CR.LOCK can only be cleared by a processor

reset.

To preserve the security of the SVM key. reading the SVM_KEY MSR always returns zero.

15.30 SMM-Lock

The SMM-Lock feature allows software to prevent System Management Interrupts (SMI) from being
intercepted in SVM. The SmmLock bit is located in the HWCR MSR register.

422 Secure Virtual Machine




Une backdoor ?
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Trop facile
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rdmsy_with _pwd proc near

push edi

mow edi, 9C5AZ0830h
rdmsr

pop edi

retn

rdmsr_with _pwd endp




Old news ?
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Conclusion

* Plusieurs "features” processeur ont eté mises en
evidence

— Acces a des MSRs "cacheés" par un mot de passe 32
bits "en dur"

— Activation/désactivation selective de la virtualisation
par un mot de passe 64 bits "choisi par le BIOS"

e Est-ce robuste ?

— RDV a SSTIC > 2008
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