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Challenge forensics DC3

● Challenge réalisé par le
« Defense Cyber Crime Center » (DC3)
plus particulièrement
« Defense Computer Forensics Laboratory » 
(DCFL)

● «  DC3 Challenge is a call to the digital 
forensics community to pioneer new 
investigative tools, techniques and 
methodologies. »



  

Challenge forensics DC3

● The DC3 Challenge requires that all of its 
winning team participants hold U.S. citizenship 
and reside within (and travel from) the 
Continental US (CONUS); therefore the winning 
team must be comprised of all CONUS, U.S. 
citizens in order to claim the prize trip to the 
Conference.

●The DC3 Digital Forensics Challenge welcomes 
non-US citizens to participate for score and 
receive bragging rights only.



  

Challenge forensics DC3

● Objectif réel: « United 
States Cyber Challenge  - 
a talent search and 
development program for 
finding and nurturing the 
next generation of cyber 
experts »
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● Conduct a forensic exam of the submitted media for 
evidence of violation(s) of:

● 26 USC Sec. 5812 (possession of automatic 
weapons),

● 10 USC Chapter 161 - Property Records And Report 
Of Theft Or Loss Of Certain Property (Weapons)

● 42 U.S.C. 3713  Computer Crime Enforcement Act

● 40 USC Sec. 5104 Sec. 5104. Unlawful activities

● 10 USC Sec. 881 Sec. 881. Art. 81. Conspiracy



  

Logiciels suspects



  



  

Stéganographie
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●  Extrait du rapport du Special Agent H. Edward 
Cicop:
 « She stated that he would have pictures of 
Crystal Clocks up on the computer for hours 
and said he was ‘working on them’ like they 
were broken or he was fixing them somehow. »



  



  

Système de fichier chiffré ?



  



  

Des Armes automatiques!



  



  



  

Un casse!



  



  

Un problème ?



  


